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[bookmark: _Hlk183439141][bookmark: _Hlk183439016]Section 1 – Requestor Information
	Information
	Details

	Name
	(Insert Full Name)

	Username
	(Insert Username)

	Job Title
	(Insert Job Title)

	Department
	(Insert Department)

	Line Manager
	(Insert Line Manger Name)

	Contact Email
	(Insert Email Address)

	Contact Phone 
	(Insert Phone Number)



Section 2 – Justification for Exception
	Reason for Requesting an Exception

	Clearly explain why you cannot use the default authenticator app method for Multi-Factor Authentication. Examples might include the lack of a smartphone, accessibility issues or specific job -related constraints.





	Proposed Alternative Method

	Specify the alternative MFA method you intend to use e.g. Voice, SMS or Email verification. Include any relevant details, such as the phone number or email address.







	Risk Mitigation Measures

	Outline any steps you will take to reduce risks associated with using an alternative method such as ensuring the device used for SMS is secured with a PIN or enrolling in additional monitoring.





Section 3 – Acknowledgement of Risk
By submitting this request, I acknowledge the following,
· The alternative MFA method I am requesting is less secure than the default authenticator app
· I understand the risks associated with using this method, including potential exposure to phishing or interception attacks.
· I agree to the transition to the default authenticator app method if and when my circumstances allow.

	Requestor Signature
	Date

	
	



Please forward to IT Services Help Desk or email to itshelp@hope.ac.uk


Section 4 – IT Services Review and Approval
	Information
	Details

	Reviewed by 
	(Insert Full Name)

	Approval Status
	(Approved/Declined)

	Comments/Conditions 
	(Insert Additional Notes)

	Date
	(Insert Date)



Section 5 – Periodic Review
This exception will be reviewed 6 months from the date of approval listed in Section 4 of this document to reassess its validity. This will be reviewed by the Cyber Security Steering Committee and will be tracked on the minutes of the monthly meetings.
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